Step 1: Click on wireless icon in System Tray, and
“Open Network and Sharing”
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Step 2: Click on “Manage Wireless Networks”

’ ’ :‘.: » Control Panel » Metwork and Internet » Metwork and Sharing Center v [ +y [l Search Control Panel

Control Panel Home

View your basic network information and set up connections

E:a-hl % tl..,.."" See full map
— -

Manage wireless networks

Change adapter settings

LAUSDLO-552NMIPG Internet
Change advanced sharing (This computer]
settings
View your active networks Connect to a network
You are currently not connected to any networks,
Change your networking settings
‘[Lﬁ. Set up a new connection er network
. Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,
Cy Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegreup and sharing opticns
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup

Intel® PROSet/ Wireless Tools
Internet Options

Windows Firewall




Step 3: Click on “Add”

"_E:_\ . gl » Control Panel » Metwork and Internet » Manage Wireless Metworks

Search Manage Wireless Networks =

Manage wireless networks that use (Wireless Network Connection 3)
Windows tries to connect to these networks in the order listed below.
Add erties  Profiletypes  Metwork and Sharing Center @
Metworks you can view, modify, and recrder (15) ‘-
!-'-  NETGEARTL Security: WPAZ-Personal ype: Any supported Automatically connect
=
!'-h- esch main 1 Security: WPAZ2-Personal ype Any supported Automatically connect =
-
!'-h- ATT144 Security: WPAZ2-Personal ype: Any supported Automatically connect i
-
!-'-h- G986 Security: WPAZ-Personal ype: Any supported Automatically connect
-
!‘-h- EES Security: WPAZ-Personal ype: Any supported Automatically connect
-
!'-h- 7402 Security: WEP ype: Any supported Automatically connect
- i
[ i | »
] 15 items




Step 4: Click on “Manually create network profile”

=nac* i

'\j 2! Manually connect to a wireless network

How do you want to add a network?

» I.u Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your cormputer. You need to know the network name (5510) and
security key (if applicable).

o~ Create an ad hoc network
% This creates a ternporary network for sharing files or an Internet connection

Cancel




Step 5: Type LAUSD, select “WPA2-Enterprise” and click next

Enter information for the wireless network you want to add

Metwark name: LaUsSD

Security type: ’WPA.Z-Enterpri.se

Encryption type: ’AES

Security Key: Hide characters

Start this connection automatically

[T Connect even if the network is not broadcasting
Warning: If you select this eption, your computer's privacy might be at risk,

I Mext I[ Cancel




Step 6: Click on Change connection settings

Successfully added LAUSD

< Change connection settings
Open the connection properties so that [ can change the settings.




Step 7: Click on Security Tab

il '1
LAUSD Wireless Network Properties M
Connection | Security h
Mame: LALSD
55I0: LALSD
Metwork type: Arcess point

Metwork availability:  All users

Connect automatically when this network is in range

[] Connect to & more preferred netwark if available

[] Connect even if the network is not broadcasting its name (551D
[] Enable Intel connection settings

Configure...

II [ 0K ][ Cancel ]II



Step 8: Click on Settings under Security Tab

- 3
LAUSD Wireless Network Properties [
Security type: | WPA2-Enterprise -
Encryption type: [AES "]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v [ Settings ]

Femember my credentials for this connection each
time I'm logged on

[ Advanced settings

I! [ Ok ][ Cancel ]Il



Step 9: Uncheck “Valid server certificate”

-

Protected EAP Properties Iﬂ

When connecting:
Validate server certificate

|:| Connect to these servers:

Trusted Rioot Certification Autharities:

[] AddTrust External CA Root -
[] Baltimore CyberTrust Root

[] class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA

[7] Digicert Global Root CA

|:| DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority {2048) -
1 | 1] [k

[l

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) *] [ Configure. ..

Enable Fast Reconnect

[] Enfarce Metwork Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy

[ Ok ][ Cancel ]

- 1




Step 10: Click on configure

"

.
Protected EAP Properties ﬁ

When connecting:

. validate server certificate

|:| Connect to these servers:

Trusted Rioot Certification Autharities:

[] AddTrust External CA Root -
[] Baltimore CyberTrust Root

[] class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA

[7] Digicert Global Root CA

|:| DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority {2048) -
1 | 1] [k

[l

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) *] [ Configure... ]

Enable Fast Reconnect

[] Enfarce Metwork Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy




Step 11: Uncheck Automatically use my Windows
and click OK

EAP MSCHAP2 Properties e
1

When connecting:

Automatically use my Windows logon name and
password (and domain if any).




Step 12: Click on “Advanced settings” and check
“Specify authentication mode”: User or Computer..

Advanced settings ﬁ
LAUSD Wireless Network Properties .

- 802. 1X settings | 802, 11 settings |

G cti Security
Spedfy authentication mode:

[User or computer authentication ‘F] Save credentials

Security type: [WP.ﬁ.E-Enterprise T]
Encryption type: [AES v] Delete credentials for all users

[| Enable single sign on for this network
Choose a network authentication method: (@ Perform immediately before user logon
[Micrnsuﬁ: Protected EAP (PEAP) v] [ Settings Perform immediately after user logon
Remember my credentials for this connection each Maximumn delay (seconds); 10

time I'm logged on
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
| and user authentication

[ Advanced settings

[ Ok ] [ Cancel

[ Ok ] [ Cancel




Step 13: Double click on Additional information on
system tray dialog box

io

4% Los Angeles Unified
‘2 School District

i‘

ALk Additional information is needed to conne
= Clickto provide additional informatiorl.

ct LAUSD. & X

) A - h S
- 7/30/2014



Step 14: Enter Single Sign On (email credentials)

Windows Security @

Network Authentication

Please enter user credentials

| Llsrzr name |
i

| Passwaord |
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